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Abstract — Quantum Key Distribution (QKD) offers se-
cure communication by leveraging core principles of
quantum mechanics. Characterization of QKD system
is fundamental for comparing the experimental results
provided by researchers. Unfortunately, there is no
standardized or unified approach; therefore, different
researchers present results that provide heterogeneous
information, making comparisons difficult. A system-
atic analysis of the literature is necessary to identify
common approaches from a metrological perspective.
This paper provides an overview of measurements used
to characterize quantum channels, with a focus on pa-
rameters such as attenuation, polarization effects, and
timing stability. To support this analysis, real-world
case studies are examined.
Keywords: Quantum Channel, QKD, Metrological Char-
acterization.
I. INTRODUCTION

Quantum Key Distribution (QKD) is a cryptographic
technique that leverages quantum mechanics to securely
generate and share encryption keys between two parties.
Unlike classical cryptography, which relies on computa-
tional complexity, QKD offers information-theoretic secu-
rity by encoding information in quantum states—typically
modifying properties of single photons transmitted over
optical links [1]. The emergence of quantum comput-
ing poses a significant threat to classical cryptographic
systems, as quantum algorithms like Shor’s and Grover’s
can efficiently break commonly used classical encryption
schemes [2]. In contrast, QKD remains secure even in the
presence of quantum adversaries [1]. Security is guaran-
teed by quantum principles: the Heisenberg indeterminacy
principle prevents the precise simultaneous measurement
of conjugate variables, while the no-cloning theorem pro-
hibits copying unknown quantum states [2, 3].
Practical QKD systems are intrinsically affected by en-
vironmental noise, signal attenuation, and decoherence
within quantum channels [3]. While most QKD imple-
mentations emphasize system design and functional per-
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formance, the thorough characterization of quantum chan-
nels—particularly incorporating principles such as trace-
ability, repeatability, and reproducibility—is often over-
looked [4]. This study investigates how quantum chan-
nel parameters influence key metrological aspects of QKD
systems. It provides a review of current characterization
approaches and analyzes real-world case studies to iden-
tify benefits, challenges, and gaps in practice. The focus
is on how improved quantum channel characterization can
enhance core measurement attributes such as accuracy, re-
peatability, reproducibility, and traceability, with attention
to emerging needs for standardization.

To support this objective, Section II introduces a typical
QKD system. Section III presents the metrological char-
acterization of quantum channels, while Section IV pro-
vides supporting real-world case studies. Section V offers
a comparative analysis and highlights research gaps and
future directions. Finally, Section VI concludes the study.

II. QKD SYSTEM OVERVIEW

The process of QKD between Alice (Sender) and Bob
(Receiver) is illustrated in Fig. 1, in which a secure key is
shared using a quantum channel to transmit qubits—or op-
tionally, entangled qubits—and a separate classical chan-
nel to perform basis reconciliation. A qubit is the basic unit
of quantum computing, like a classical bit but able to ex-
ist in a superposition—being both 0 and 1 at once. Qubits
can also be entangled, meaning the state of one instantly
influences another, even at a distance. These properties al-
low detection of eavesdropping due to the delicate nature
of quantum states [5].

To begin, Alice encodes single photons or photon pairs in
a chosen quantum basis and sends them through the fiber
to Bob. Optical loss during transmission in the fiber crit-
ically impacts QKD performance and is measured using
standard tools such as an Optical Power Meter (OPM),
which assesses input/output power to calculate loss dur-
ing setup, and an Optical Time-Domain Reflectometer
(OTDR), which locates loss points along the fiber but is
used offline due to its high-intensity pulses [6, 7].

At Bob’s side, sensitive Single-Photon Detectors (SPDs)
register the incoming photons. Devices such as Super-
conducting Nanowire SPDs (SNSPDs) offer ultra-low jit-
ter, high efficiency, and low dark counts, ideal for long-
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Fig. 1. A Schematic of QKD, qubits are transmitted over a
quantum channel, while bits are exchanged via a classical
channel for basis reconciliation and key verification [5].

distance QKD [8, 9], while Single-Photon Counting Mod-
ules (SPCMs) provide compact, integrated detection with
built-in electronics [10]. Other similar detectors are also
used depending on system requirements.

Timing synchronization is critical to ensure correct qubit
detection. This is achieved using such tools as: (I)
Time-to-Digital Converters (TDCs) and Time Interval An-
alyzers (TIAs) at Bob’s side for high-precision times-
tamps [11, 12]; (II) GPS-Disciplined Oscillators (GPS-
DOs) and atomic clocks at both ends for stable long-term
timing [13]; and (IIT) Phase-Locked Loops (PLLs) and fre-
quency synthesizers embedded in hardware to generate and
stabilize clock signals [9].

Finally, Alice and Bob perform basis reconciliation by
comparing which bases they used— typically rectilinear
(0, |1)) or diagonal (|+),|—)). They keep only the bits
where their bases match [5]. Then, in key verification, a
subset of bits is compared to detect eavesdropping. If the
quantum bit error rate (QBER) is below a set threshold, the
rest of the bits are used to form a secure key [5].

III. QKD CHANNEL CHARACTERIZATION

Accurate quantum channel characterization is essential
for optimizing QKD system performance and ensuring its
security. This section reviews key channel parameters,
the corresponding measurement methods, and the physical
components involved in a quantum communication link.
Although various methods are available, measurement un-
certainty is rarely quantified or reported, which limits the
reliability and comparability of results. The selected pa-
rameters are influenced by physical effects—such as ab-
sorption, thermal noise, mechanical stress, and signal jit-
ter—that degrade signal integrity and contribute signifi-
cantly to the overall uncertainty in QKD measurements.

A.1 Channel Attenuation (Optical Loss)

Photon loss in quantum communication channels pri-
marily results from absorption, scattering, and imperfect
coupling in optical fibers or free-space links [14, 15]. At-
tenuation refers to the reduction of signal strength dur-
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ing transmission and is typically expressed in decibels per
kilometer (dB/km) and can be measured by devices like
OPM or OTDR. It is defined as the ratio of output power
(Pout) after transmission through a link of length L to the
input power (P,,) [16]:

Attenuation o = TO log < I;:uz) o

Attenuation reduces the number of detected photons,
weakening the signal relative to background noise, and
thereby increasing the QBER. The QBER is dimensionless
and typically expressed as a percentage (%) and is calcu-
lated as [17]:

Rerror
Rerror + Rsift

where R is the rate of erroneous bits, and Ry, is the
rate of sifted bits correctly received when basis choices
match [17, 18].

The attenuation also directly affects the Secure Key Rate
(SKR), R, which quantifies the number of secret key bits
generated per second [19].

QBER = (17)

R=v-s-p-q-(d-(1 - HQBER)) - f - H(QBER)) (2)

where: v is the pulse repetition rate (Hz), indicating how
many light pulses (e.g., from a laser) are sent per second,
set by the hardware, s is the sifting coefficient, the frac-
tion of raw key bits retained after basis reconciliation (typ-
ically ~ 0.5 for BB84, one of the possible QKD proto-
cols), p is the parameter estimation efficiency, represent-
ing the portion of sifted bits used for key generation af-
ter estimating the QBER, ¢ is the transfer/measurement
factor, a dimensionless parameter reflecting losses in the
quantum channel and detector inefficiency, d is the decoy-
state coefficient, estimating the fraction of secure single-
photon events via intensity-varying pulse analysis, f is
the error correction inefficiency, quantifying the overhead
beyond the Shannon limit during classical error correc-
tion, H(QBER) is the binary Shannon entropy, defined
as H(z) = —xlogy  — (1 —2x) logy (1 — x), measuring the
information leakage due to errors in the key. QBER and
SKR can be measured by devices like SPDs and SNSPDs.
In the characterization of QKD systems, measurement un-
certainty is significantly influenced by channel attenuation.
As attenuation increases, the photon detection rate de-
creases, which amplifies statistical fluctuations and raises
the uncertainty in the QBER. These uncertainties have a
direct effect on the SKR, since the SKR is highly sensitive
to both detection efficiency and error rates.

A2. Dark Count Rate / Background Noise: A dark
count is a false detection event in the absence of a photon,
caused by thermal noise, electronic fluctuations, defects,
or ambient light. The Dark Count Rate (DCR), measured
in counts per second (cps), is evaluated by blocking the



input and counting false detections over a known time in-
terval [20].

No.sp.e(T) ~ AT? exp (7 QigT) 3)
The detector measures the DCR N, defined at a 0.5
photoelectron threshold within the pulse window, and is
temperature-dependent. The DCR can be modeled as a
function of temperature 7', where A is a constant related
to charge trap formation during avalanche events, I is the
semiconductor bandgap energy, and k is Boltzmann’s con-
stant [20].

To model the relationship between QBER and DCR [18]:

Reacr Rac

R = e+ Rover R + Rorver )
where Reacr: error rate from frequency/polarization mis-
alignment; Rq.: error rate due to dark counts ; Re;yor: total
error detection rate (= Reacr + Rqc). Lowering the DCR
is key to keeping QBER low, especially over long dis-
tances or high loss. One of the devices that directly mea-
sures DCR and helps evaluate both QBER and SKR is the
SPCM. Regarding measurement uncertainty, [21] reported
a DCR uncertainty of 1% under stable conditions, com-
bining Type A ( 0.1%) from Poisson statistics and Type B
(0.9%) from temperature (+0.25 °C) and threshold varia-
tions.

A3. Polarization Drift: The gradual, often unpre-
dictable change in an optical signal’s polarization due to
temperature, stress, or fiber bending, causing misalignment
between sender and receiver, increases QBER, and reduces
SKR. The polarization misalignment angle 6 is estimated
using the following formula [22]:

. NCITOHCOLIS
0 ~ arcsin | [ ——— 5
( Nmax > ( )

where Nerroneous 18 the number of erroneous single-photon
detections (Nerroneous = Rerror - At in the measurement in-
terval At), Npmax is measured during calibration under ideal
alignment and represents the maximum expected single-
photon detections for a given intensity. It serves as a refer-
ence for estimating polarization misalignment.

In QKD systems, polarization drift is addressed by two
separate devices with distinct functions: the polarimeter
for measuring and the Polarization Controller (PC) for cor-
rection. The polarimeter measures the state of polarization
(SOP) of incoming photons and detects deviations. Its out-
put is used to estimate Neponeous- Then, the PC can actively
adjusts the SOP.

Due to polarization drift, the measurement uncertainty ob-
served in the paper [23] is approximately 2-3% in terms
of QBER. This is considered a Type A uncertainty, as it is
derived from statistical analysis of repeated experimental
measurements over thousands of compensation cycles.

A4. Timing and Frequency Synchronization: Ac-
curate synchronization is crucial in QKD to minimize
QBER [24]. Timing synchronization ensures that Alice and
Bob agree on when photons arrive. Optical clock pulses
are sent at intervals AT}, which are divided into N,, equal
time windows of length 7, [25]:

ATS = Nw * Tw (6)

This allows Bob to correctly identify photon arrival win-
dows, minimizing errors (QBER) by aligning detection
times with transmission. Frequency synchronization is
achieved by locking to the pulse repetition rate f =
1/ATs. Precision instruments like TDCs and GPSDOs
are used to ensure accurate synchronization. Time mea-
surement uncertainty mainly comes from detector jitter
and synchronization, typically ranging between 10 ps and
100 ps, as stated in [26]. Another study [27] reports
a timing resolution of 12.6 ps (Type B) using a Field-
Programmable Gate Array (FPGA) device, and a stability
uncertainty of 8.4% (Type A), based on the standard devi-
ation of the interference amplitude over time [27].

A.5 Environmental Effects: Changes in temperature,
vibrations, and humidity increase uncertainty in QKD sys-
tems. These factors can disrupt alignment, detector effi-
ciency, and timing, which leads to higher QBER and lower
SKR [28]. To assess environmental impacts on quantum
communication systems, a test chamber and various in-
struments can be used. (I) Environmental Test Chambers
are used for offline lab testing to simulate controlled tem-
perature and humidity variations, helping evaluate system
stability under extreme conditions [29]. (II) Accelerome-
ters and Vibration Sensors are deployed in both lab and
field settings for real-time monitoring of mechanical dis-
turbances that may affect optical alignment or system sta-
bility [30]. (IIl) Fiber Bragg Grating Sensors offer dis-
tributed, real-time measurements of strain and temperature
along optical fibers, making them particularly suitable for
field diagnostics [31]. (IV) Infrared Thermometers and
Thermocouples provide continuous temperature readings
of critical components, supporting both lab characteriza-
tion and in-field operation [32].

IV. CASE STUDIES

This section summarizes four practical implementations
of QKD. While much of the existing research focuses on
designing and testing QKD systems, many papers lack key
details needed to evaluate how reliable or accurate the re-
sults are.

A. Case Study 1: A Room-Temperature QKD System

The case study [33] presents a metrological evaluation
of a room-temperature molecular single-photon QKD sys-
tem in a free-space laboratory. Key quantum channel
parameters were measured, with uncertainties interpreted
based on experimental context. Channel loss was emulated
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using up to 27 dB variable attenuators and quantified by
measuring detector efficiency, reported as 30% + 2%. This
value was obtained through calibration with power meter
measurements and spectral averaging, corresponding to a
Type B uncertainty. The QBER was computed from pho-
ton detection statistics using single-photon avalanche de-
tectors (SPADs), resulting in a value of 3.4% =+ 0.2% with
Type A uncertainty based on statistical variation. The SKR
was derived from the measured QBER and photon count
rates, yielding up to 0.5 &= 0.05 Mbits/s in a back-to-back
setup. This includes both Type A and Type B uncertainties.
The DCR was extracted by fitting the QBER-loss relation-
ship and was found to be in the range of 0.4 to 4 x 1076
cps (Type A). Polarization drift was inferred from the de-
tection error probability, which was 3.9% + 0.5% and re-
duced to 2.0% when a spectral bandpass filter was used.
These effects are attributed to limitations in polarization
control across a broadband emission spectrum, reflecting
Type B uncertainty. The setup showed good repeatabil-
ity under laboratory conditions and traceability through
calibration-based measurements. Reproducibility was lim-
ited due to manual alignment and lack of environmental
control. Despite these limitations, the study achieved a
significant milestone by demonstrating a compact, room-
temperature QKD system with performance comparable to
cryogenic implementations [33].

B. Case Study 2: QKD Deployment Over 78 km Fiber

The paper [8] presents a QKD system over a 78 km
fiber link between Braunschweig and Hannover, Ger-
many. Entangled photon pairs were generated using a 532
nm laser via spontaneous parametric down-conversion in
temperature-controlled ppKTP crystals, achieving entan-
glement fidelities of up to 95%. The signal photon is de-
tected locally at Alice using a Single-Photon Avalanche
Diode (SPAD)—a semiconductor detector sensitive to in-
dividual photons in the visible to near-infrared range. The
idler photon travels through the fiber to Bob, where it is
detected using an SNSPD that is ideal for telecom wave-
lengths [8]. The QKD system was characterized in both
laboratory and field settings. Channel attenuation was
measured using OTDR, revealing losses up to 29 dB over
78 km. QBER and SKR were derived from photon ar-
rival times recorded by SPADs (Alice), SNSPD (Bob),
and time taggers. SKR reached 1200 bps at 52 km and
30 bps at 102 km. Background photon counts of up to
5000 cps were observed due to crosstalk, mitigated by a
0.1 nm fibered bandpass filter. Polarization drift was com-
pensated internally. From a metrological perspective, un-
certainties arose from Raman noise (which is caused by
scattered light from classical signals in optical fibers). The
results were repeatable under laboratory conditions and re-
producible when equivalent losses were introduced using
long fiber spools or calibrated optical attenuators. While
the spools simulated real-world transmission effects, the
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attenuators allowed for controlled testing without intro-
ducing additional fiber noise. Repeatability is supported
by 24-hour performance averages and consistent trends in
SKR and QBER. However, reproducibility remains only
partially addressed, as no independent or cross-laboratory
validation was conducted. Traceability is lacking-there is
no reference to calibrated instruments, measurement stan-
dards, or Sl-traceable procedures. Similarly, the study
does not report any measurement uncertainty. Overall, the
study’s emphasis is on practical system performance rather
than metrological analysis.

C. Case Study 3: QKD-TFD Integration on the NOL

The paper [9] presents a dual-purpose optical fiber in-
frastructure for both time and frequency dissemination
(TFD) and QKD over an 78 km segment of the Niedersach-
sen Quantum Link (NQL), using separate fibers for each
function. Link attenuation was ~ 25 dB, characterized
with an industrial OTDR and cross-validated using OPMs
in both field and laboratory environments. Polarization-
entangled photon pairs were generated via spontaneous
parametric down-conversion in ppKTP crystals, pumped
by a 532 nm laser. Detection was performed using SPADs
at Alice and SNSPDs at Bob. The system achieved a
QBER of 3% and a SKR of up to 30 bits/s over 102 km.
Background photon rates due to Raman scattering were
measured with SNSPDs, revealing levels around 1010 cps
in the 10 nm QKD passband. Polarization control is
achieved without direct SOP measurement by exploiting
the use of a Faraday mirror, which passively compensates
for polarization fluctuations in the fibre link. Synchroniza-
tion was achieved using the ELectronic STABilization (EL-
STAB) system, a commercial unit (OSTT-4L by PIKTime
Systems [34]), which provides a time uncertainty of ap-
proximately 3 ps (1 PPS) over a 10 s averaging period and a
frequency uncertainty below 3 x 10713 at 1 s for a 10 MHz
signal. Delay fluctuations were actively compensated.
System performance was validated using a K+K FXE fre-
quency counter (FXE-19 by K+K Messtechnik [35]), with
a phase uncertainty of 12.2 ps and a frequency uncertainty
of 1.2 x 10~ at 1 s. The system achieved fractional fre-
quency instability as low as 1 x 1072! at 10° s averag-
ing, it means the system’s frequency changes almost not
at all. Environmental influences were modeled rather than
directly sensed, using Python-based simulations and veri-
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Fig. 2. A schematic of the QKD implementation, including
the transmitter-receiver setup and synchronization [11].



Case Study Key Attributes

Achiev t

Limitations

Case 1[33]
Room-Temp QKD

QBER 3.4% =+ 0.2% (Type A); Channel
loss 30% = 2% (Type B); DCR ~ 10~¢
cps (Type A)

SKR 0.5 4+ 0.05 Mbits/s (Type A, B);
Room-temp source; calibrated optical loss
meaurements; defined uncertainties; trace-
able measurements

Lab-only; manual alignment limits re-
producibility

QKD-TFD on NQL ~ 3 ps uncertainty

bps; frequency instability ~ 1072t

Case 2 [8] 26-29 dB loss (OTDR); SPAD + SNSPD | Field deployment; SKR up to 1200 bps; | No uncertainty or calibration traceabil-
78 km Fiber QKD detection; QBER 11%; DCR 5000 cps 24-hr stability ity
Case 3 [9] ~ 25 dB loss; QBER 3%; ELSTAB sync | Integrated QKD and TFD; SKR up to 30 | No uncertainty budget or traceability;

polarization control indirect; environ-
mental effects modeled

Case 4 [11]
Inter-EU QKD Network

Link loss 14-25 dB; SPDs with 20% ef-
ficiency, DCR ~ 2.5kcps; QBER 0.82-
7% 1 ps timing resolution

SKR up to 3130 bps; stable 7-hr oper-
ation; some reproducibility across three
field links

No uncertainty or polarization analysis;
limited calibration details

Table 1. Concise metrological comparison of the case studies of QKD implementations.

fied via filtered SNSPD measurements [9]. This paper in-
vestigates critical elements of quantum channel character-
ization. Although the consistency between laboratory and
field measurements demonstrates repeatability, the lack
of traceability, standardized calibration procedures, and
comprehensive uncertainty budgets constrains the overall
metrological reliability of the results.

D. Case Study 4: The Inter-European QKD Network

The paper [11] describes a real-world deployment of
a QKD network linking Italy, Slovenia, and Croatia via
fiber optics, as shown in Fig. 2. Pulses were generated us-
ing a C-band laser. The system employed SPDs from ID
Quantique, MPD, and Aurea, with a detection efficiency of
20% and a count rate in the range of 2500 cps. However,
the detectors experienced dark counts of approximately
2.5 keps. Timestamping was performed using TDCs from
Qutools (QuTAG) and Swabian Instruments (Ultra), offer-
ing picosecond-level precision with 1 ps resolution. Syn-
chronization was implemented using an intensity modu-
lator controlled by an FPGA, in combination with TDCs,
achieving timing accuracy better than one trillionth of a
second. A Delay-Line Interferometer (DLI) was used to
compare two time-separated light pulses and measure their
phase difference. Combined with a PLL, it enabled phase
adjustment through a feedback loop. Channel attenuation
was estimated based on power loss across the fiber links,
with reported values of 14 dB for the Trieste—Postojna and
Ljubljana—Postojna links, and 25 dB for the Trieste-Rijeka
link. SKRs reached up to 3130 bps, and QBERs ranged
from 0.82-2.9% in the Z-basis and up to 7% in the X-
basis. While dark counts were monitored, no calibration
method was described, and polarization drift was not ad-
dressed. Environmental effects were mitigated using adap-
tive temporal filters (60-200 ps), which improved signal
quality despite the absence of calibrated sensors From a
metrological perspective, the study demonstrated good re-
peatability—evident in stable 7-hour operation—and some
level of reproducibility across three field links with differ-
ent configurations.

V. DISCUSSION AND RESEARCH GAPS

A comparative evaluation of the selected QKD imple-
mentations (Case Studies 1-4) highlights notable differ-

ences in how metrological principles are integrated into
both experimental and field deployments. As summa-
rized in Table 1, only Case Study 1 [33] provides a com-
prehensive metrological treatment including traceability,
quantified uncertainties, and reproducibility under labora-
tory conditions. Case Study 1 demonstrates the most im-
portant metrological approach, incorporating both Type A
and Type B uncertainty evaluations for critical parame-
ters such as optical loss (reported as 30% =+ 2%), QBER
(3.4% + 0.2%), and SKR (0.5 + 0.05 Mbps). The use
of calibrated power meters and explicit uncertainty report-
ing establishes a traceable measurement foundation. How-
ever, its applicability is limited by the laboratory setting
and manual alignment that restrict reproducibility. In con-
trast, Case Studies 2 [8], 3 [9], and 4 [11] emphasize prac-
tical system deployment, synchronization advances, and
environmental integration but largely omit formal uncer-
tainty quantification and traceability. For example, Case
Study 2 reports fiber attenuation via OTDR (up to 29 dB)
and SKR values (up to 1200 bps) without uncertainty bud-
gets or calibration traceability. Similarly, Case Study 3
achieves sub-picosecond synchronization and frequency
stability down to 10~2! but does not provide an uncertainty
budget for QKD parameters nor direct SOP measurement.
Case Study 4 demonstrates multi-country QKD operation
with SKRs up to 3130 bps and timing resolution at the
picosecond scale, yet lacks calibration details and uncer-
tainty evaluation, especially regarding polarization effects.
From a metrological perspective, the following research
gaps are evident: (I) Traceability: Most field-deployed
systems lack references to Sl-traceable standards or na-
tional metrology institutes, limiting confidence in mea-
surement comparability. (II) Uncertainty Quantification:
Formal error analyses and uncertainty budgets are gener-
ally absent, undermining the reliability of reported QKD
performance metrics. (III) Reproducibility: While some
temporal repeatability is documented (e.g., 24-hour stabil-
ity in Case Study 2, 7-hour operation in Case Study 4),
cross-system or cross-site reproducibility through indepen-
dent validations or round-robin tests remains unaddressed.
(IV) Environmental Effects: Temperature, vibration, and
other environmental disturbances are acknowledged but
not systematically modeled or incorporated into uncer-
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tainty estimates, particularly in field conditions. (V) Stan-
dardized Synchronization: Timing and frequency synchro-
nization methods are often undocumented without bench-
marking against established metrological references, de-
spite their critical role in minimizing QBER.

Bridging the gap between quantum communication en-
gineering and metrology is essential to support reliable
deployment and certification of QKD systems. Future
research should prioritize integrating SI-traceable instru-
ments, adopting uncertainty evaluation protocols consis-
tent with the Guide to the Expression of Uncertainty in
Measurement (GUM) [36], and developing standardized
test procedures to ensure interoperability and comparabil-
ity across QKD platforms.

VI. CONCLUSION

This paper examined QKD from a metrological per-
spective, highlighting the importance of traceability, re-
peatability, and uncertainty analysis in the characteriza-
tion of key quantum channel parameters, including channel
loss, DCR, QBER, SKR, and synchronization. To support
this analysis, real-world case studies are examined. The
detailed case studies showed that laboratory experiments
tend to address metrological considerations more than field
implementations. Notably, significant shortcomings were
identified in the standardization of measurement practices,
particularly in field settings where environmental effects
introduce substantial measurement uncertainty and reduce
comparability across systems.
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