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Abstract – This paper presents a method for detecting
soft anomalies in Ethernet cables using time domain
signal analysis and machine learning. A dataset con-
sisting of oscilloscope captured signals from a CAT5e
cable using passive measurement technique under four
controlled scenarios was used. To reduce data di-
mensionality while preserving statistical characteris-
tics, a histogram-based feature extraction process was
applied prior to classification. Classification was per-
formed using Decision Tree, Random Forest, and Sup-
port Vector Machine (SVM) algorithms under various
downsampling rates. Models performances were good
at generalizing and predicting the classes using those
features. The results demonstrate that histogram fea-
tures are effective in distinguishing between different
anomaly types, even at significantly reduced sampling
rates showing potential for real time implementation on
low powered microcontroller platforms.

I. INTRODUCTION
Cyber Physical System (CPS) are an integral part of

industry 4.0 and 5.0. CPSs are intelligent systems that
closely integrate cyber and physical processes, and ex-
change data and information in real time [1]. While
these systems significantly improve the efficiency, reliabil-
ity, and functionality of the infrastructure, they also intro-
duce new security challenges that must be addressed [2].
CPSs operate at the intersection of the digital and physical
worlds. Thus, vulnerabilities in the cyber domain can have
a direct impact on physical operations [3].

Effectively monitoring physical layer of network helps
detect issues such as signal degradation, physical damage,
and unauthorized access with tapping [2]. The targets of
physical layer monitoring for cable communication secu-
rity are the following: 1) detection; 2) localization; and
3) classification of the anomalies. The type of anoma-
lies can be classified as follows: 1) hard and 2) soft [4].
Hard anomalies are severe and typically cause complete
failure of the cable. These anomalies are characterized by
physical damage or significant degradation that interrupts
the electrical or signal continuity (e.g., open and short cir-

cuits) [4]. Soft anomalies are less severe and usually cause
degradation in performance rather than complete failure.
These anomalies can result in intermittent issues or de-
graded signal quality (e.g., insulation damage, tapping, and
connector issues) [4].

Reflectometry is a technique for diagnosing cable con-
ditions, which exploits the signal characteristics of the re-
flections of a transmitted signal in the wireline channel
[5]. It is beneficial for identifying anomalies, disconti-
nuities, and physical degradation within cables and con-
nectors [6]. The traditional reflectometry techniques are
active, i.e., based on injecting a test signal into the cable
under test and analyzing the reflected waveforms in differ-
ent domains [5]. Based on the type of incident signal and
the considered domain of analysis, reflectometry can be
divided into time-domain reflectometry (TDR), frequency-
domain reflectometry (FDR), and time-frequency-domain
reflectometry (TFDR) [6], [7].

However, these active methods require interrupting the
operability of the communication system. To overcome
this limit, passive methods have been proposed by consid-
ering link quality indicators, such as bit error rate, state
transition, eye pattern, and signal-to-noise ratio (SNR) [6].
These methods can detect partial or full open circuits or
short circuits within the cable. Nevertheless, they cannot
provide good information about soft anomalies (e.g., insu-
lator degradation) [8]. Kallel et al. [8] proposed a machine
learning (ML)-based and cost-effective system for a dis-
tributed monitoring solution, which can detect anomalies
and their types using a histogram-based technique. How-
ever, the cable anomalies were only open/short circuits
faults. The research by Balestrieri et al. [5] proposed a
new method for detection and diagnosis of three types of
soft anomalies using different types of features obtained
from samples acquired at several sampling rates. This re-
search is the extension of the work by [5] for lightweight
diagnosis mechanism.

The preprocessing using frequency-based measure is
always demanding for computation. The research aims
to solve this problem by using simpler feature extraction
mechanism using time domain analysis that can be further

376



implemented in a low powered micro controller device.
In this paper, Section II covers the theoretical back-

ground of impact of soft anomalies in acquired signal from
cable. Section III reviews related works on current and
past state of art methods on active and passive anomaly
detection. Section IV details the proposed methodology,
including dataset, feature extraction, and machine learning
classifiers. Section V presents results, comparing classifier
performance under various scenario and assessing deploy-
ment feasibility on microcontrollers. Section VI concludes
the research’s findings and, Section VII presents current
work limitation and suggests directions for future improve-
ment.

II. RELATED THEORY
Different faults have different impacts in signal in time

domain. High-impedance tapping introduces minimal load
on the transmission cable, causing small signal reflections
due to impedance mismatches. Such faults often go unde-
tected by conventional protection systems [9]. Their be-
havior is described by the telegrapher’s equations:
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These equations model voltage and current along the
line, accounting for resistance (R), inductance (L), capaci-
tance (C), and conductance (G) [10].

Water ingress increases the local dielectric con-
stant, raising capacitance and reducing the characteristic
impedance Z0:

Z0 =

s
R + j!L

G + j!C
(3)

Air exposure can cause oxidation or insulation degra-
dation, leading to minor parameter shifts. Though subtle,
such effects may accumulate and degrade signal quality.
Higher-order statistical features and time-varying models
are often employed to detect these anomalies [11].

III. RELATED WORKS
The passive measurement is the process of obtaining the

measurement statistics of cables conditions without inject-
ing test signals into the channel.

In [2], a passive, noninvasive monitoring system is pro-
posed for Fieldbus networks to detect unauthorized phys-
ical access by identifying changes in network impedance
caused by intrusion devices (i.e., impedance-matching tap-
ping). Wang et al. [2] achieved a classification accuracy
of approximately 99% in detecting device intrusion across
three positions along the network.

The research [8] used a histogram to analyze the re-
ceived signal of fast Ethernet cables using STM32-based
microcontroller. Two anomalies, open and short circuit
were accurately identified with Classification accuracy of
100% [8].

The research [5] used the passive measurement for di-
agnosis of the cable anomalies using frequency and time
domain based features. The soft anomalies were tapping,
water exposed and air exposed, which were introduced on
CAT5e cables [5]. They created many features and trained
the Decision Tree classifier with different sampling rates
ranging from 62.5 MHz to 6.25 GHz. The classification
accuracy at 312.5 MHz was found to be 99.05% [5].

Many literatures have worked on different active mea-
surement methods to detect the anomalies. However, the
anomalies detection using passive method are limited. In
the research [8] only the detection of hard anomalies is car-
ried out using histograms of signals. The research [5] con-
ducted detection and classification of soft anomalies using
frequency and time domain features which are much com-
plex and computationally expensive mechanism that can be
beneficial for powerful and bench setup but is not suitable
for handheld or low powered devices.

IV. METHODOLOGY
A. Dataset

The dataset used in this study is based on CAT5e 4PR
cables and includes four classes: normal, air exposed, wa-
ter exposed, and tapped cables. Anomalies were intro-
duced by altering insulation lengths and introducing tap-
ping branches. Data acquisition was performed using an
oscilloscope, capturing 10,000 time-domain records per
class over a 5.6 µs window. Each record has 35,000 sam-
ples in a single time window. The dataset comprises 9913
records for normal cables and approximately 9600-9700
records for each type of anomaly, as summarized in Ta-
ble 1. Full details of the dataset and collection methodol-
ogy are available in [12].

Table 1. Dataset Summary

Anomaly
Type

Nos. of
Records

Anomaly
Lengths

Count

Normal 9913 N/A 1000
Air-Exposed 9632 5 to 50 cm (5 cm

steps)
1000

Water-
Exposed

9684 5 to 50 cm (5 cm
steps)

1000

Tapped 9684 3 to 15 m (3 m
steps)

2000

Fig. 1 and Fig. 2 are histograms of acquired signal for
a CAT5e cable, at 6.25 GHz and 312.5 MHz respectively.
The x-axis represents voltage bins (time-domain features)
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Fig. 1. Histogram Counts of signals at 6.25 GHz

Fig. 2. Histogram Counts of signals at 312.5 MHz

and the y-axis displays the count of occurrences. Four ca-
ble conditions types Water exposed, Tapped (Ttap), Air
exposed (Tair), and Normal were taken for detection of
anomalies in cable. The Water exposed cable curve shows
distinct peaks around voltage bins -0.33 V and 0.3 V, in-
dicating significant deviations from the expected -0.38 V
and 0.34 V seen in the normal cable signal curve. These
shifts might be due to abnormal behavior or unexpected
fluctuations in the cable’s performance due to water ex-
posure which might be due to change in impedance (Z0).
In contrast, the Tapped (Ttap) cable condition maintains
a consistently low and stable count across voltage bins,
lacking the pronounced peaks observed in the normal ca-
ble curve which might be due to several factors like signal
reflection caused by impedance mismatch. This pattern
suggests lower sensitivity to signal variations but poten-
tial vulnerability due interception. The Air-exposed (Tair)
signal displays moderate peaks, with some overlap with
both the Water-exposed and Normal cable signals, indicat-

ing a potential correlation or shared influence among these
conditions. The distribution of the Water-exposed, Air-
exposed, Tapped, and Normal cable signal curves across a
broader range of voltage bins reflects increased variability
which enhances the potential for anomaly detection using
machine learning based techniques.

B. Feature Extraction
To reduce data dimensionality and retain essential sig-

nal characteristics, a decimation process is applied prior to
feature extraction. Decimation consists of low-pass filter-
ing followed by downsampling of acuquired signal. Given
a discrete-time input signal x[n], the filtered output is com-
puted as:

xf [n] =

1X

k=�1
h[k] · x[n � k] (4)

where h[k] is the impulse response of the low-pass filter.
The filtered signal is then downsampled by a factor r:

y[m] = xf [m · r] (5)

To avoid aliasing, the filter cutoff frequency is set to

(wc) = ⇡/r (6)

The decimated signal is subsequently processed using
histogram binning, where bin counts serve as features.
This approach compresses the dataset while preserving its
statistical distribution, enabling efficient and informative
feature representation which results in reduced burden to
classification process too.

C. Classification
The dataset was partitioned using a standard 80/20 train-

test split prior to classification. Three machine learning
classifiers Random Forest (RF), Decision Tree (DT), and
Support Vector Machine (SVC) were evaluated across var-
ious downsampling rates, ranging from 31.25 MHz to 6.25
GHz.

For each of the machine learning algorithms, classifica-
tion performance was assessed using confusion matrices
and other performance metrics. Additionally, a training
size comparison was conducted to evaluate the adequacy
and representativeness of the dataset.

V. RESULTS AND DISCUSSION
The Table 2 shows the performance of three machine

learning classifiers, Random Forest, Decision Tree, and
Support Vector Classifier (SVC) evaluated across various
downsampling factors. These factors represent the rate at
which the original data, sampled at 6.25 GHz, is reduced.
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Table 2. Performance comparison (validation accuracy)
of Random Forest, Decision Tree, and SVC for different
downsampling factors

Factor Rate(MHz) RF DT SVC
1 6250 99.99 99.69 99.99
2 3125 99.99 99.69 99.99
4 1562.5 99.96 99.5 99.99
8 781.25 99.93 99.34 99.97

10 625 99.97 98.32 99.97
20 312.5 99.33 97.37 98.94

200 31.25 79.03 61.10 79.59

Low Downsampling Factors (1, 2, 4, 8): The classi-
fiers demonstrate consistently high performance with ac-
curacies exceeding 99%. This indicates that the essential
features of the signal are preserved at these effective sam-
pling rates.

Moderate Downsampling Factors (10, 20): A slight
drop in accuracies is observed, especially for the Decision
Tree classifier. This suggests potential loss of discrimina-
tive features due to smoothing and reduction of details as
the sampling rate decreases, affecting simpler models like
decision tree more significantly than other two models.

Extreme Downsampling (200): At an effective sam-
pling rate of 31.25 MHz (6.25 GHz / 200), the performance
of all classifiers drops significantly. The Decision Tree, a
relatively simple model, suffers the most, while the SVC
shows comparatively better resilience. This highlights the
challenge of feature preservation at such low sampling
rates. But still the performance is acceptable for SVC and
Random forest classifier.

The drop in classification performance could have been
due to the reduction in the number of samples in each
record. For instance, at the extreme downsampling rate of
31.25 MHz, each record is reduced to approximately 175
samples, in contrast to the original 35,000 samples cap-
tured at 6.25 GHz. This significant reduction in temporal
resolution could have impacted classification accuracy due
to loss of critical signal features. More detailed analysis
is required to quantify this effect. A potential mitigation
strategy could involve increasing the time window for sig-
nal acquisition to preserve sufficient feature representation
even at lower sampling rates.

Model Performance: The confusion matrix (see Fig. 3)
reflects the Random Forest classifier’s ability to distin-
guish between four classes: Air exposed, Normal, Tapped,
and Water exposed cable as class 0-3 respectively at 312.5
MHz sampling rate. The near diagonal structure of the ma-
trix indicates high true positive rates for all classes. The

Fig. 3. Confusion Matrix at 312.5 MHz using Random For-
est Classifier

Table 3. Classifier overall performance at 312.5 MHz us-
ing Random Forest

Class Precision Recall F1-
Score

Support

Air(0) 1.00 0.98 0.99 1926
Normal(1) 0.98 1.00 0.99 1983
Tapped(2) 1.00 1.00 1.00 1937
Water(3) 1.00 1.00 1.00 1937

Metric Score
Accuracy 0.99
Macro Average 0.99
Weighted Average 0.99
Validation Accuracy 0.9933

misclassifications are minimal expect, some Air exposed
classes were misclassified as Normal cable, likely due to
similarities in signal features as seen in Fig. 1 and 2. Ta-
ble 3 quantifies the classifier’s performance per class us-
ing precision, recall, and F1-score for futhuer evaluation of
classifier performance at 312.5 Mhz. Classes like Tapped
cable and Water exposed cable have perfect scores, sug-
gesting that these anomaly classes produce distinct, con-
sistently identifiable patterns. The slightly lower recall
for Air exposed cable may be due to signal patterns that
resemble Normal cable behavior under most conditions.
Nevertheless, all scores are above 0.98, demonstrating that
the model performs balanced and reliable distinction be-
tween all the classes. The model globally performs with
an overall accuracy of 99.33%, along with high macro and
weighted averages. These results confirm that the Random
forest classifier generalizes well across all anomaly types.

At a sampling frequency of 312.5 MHz-6.25 GHz, this
time-domain based classification achieved a validation ac-
curacy higher than 99% using a Random Forest classifier
which is comparable even better than [5] for soft anomaly
detection. The support vector based classifier has similar
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accuracies at different sampling rates comparing to Ran-
dom Forest. However, the Decision Tree classifier demon-
strated worse performance with extremely reduced sam-
pling size. The metrics of classification also validate the
feasibility of deploying this lightweight model on low-
powered microcontrollers for real-time, passive anomaly
detection in wired networks without intrusive probing in
communication channel.

Computational complexity: Compared to the approach
in [5], which requires a complex O(N log N) computa-
tional process,whereas the calculation of histogram of sig-
nal level takes only one execution or iteration through each
records of the dataset which reflects O(N) complexity for
computational resource. It makes the process computation-
ally inexpensive suggesting usability of the feature extrac-
tion process even in low powered microcontroller.

VI. CONCLUSIONS & RECOMMENDATIONS
Overall, Random Forest and Support vector machine

based classifiers demonstrate robust performance across all
downsampling factors, maintaining high accuracy. The re-
sults emphasize the trade-off between computational effi-
ciency and model performance when selecting a model for
classification of anomalies using histogram based bins as
feature. This shows, the potential for using low-powered
devices like micro controllers to detect soft anomalies in
network cables can be realized by reducing the sampling
rate of the signal. By employing time-domain feature ex-
traction using voltage bins histograms as features, the com-
putational requirements for anomaly detection can be sig-
nificantly minimized. Demonstrating a notable reduction
in computational demand during the feature extraction and
classification steps.

This suggests that digital conversion devices like lower-
bit Analog-to-Digital Converters (ADCs) with reduced
sampling rates could effectively detect soft anomalies
using time-domain, passive measurement techniques in
wired network cables.

VII. LIMITATIONS AND FUTURE WORKS
The use of histograms derived from signal values has

been demonstrated as an effective method for classify-
ing cable anomalies, such as air-exposed, high-impedance
tapped, and water-exposed conditions. However, the prac-
tical implementation of this approach remains limited
when relying on the low MHz sampling rates typically
found in microcontroller based ADCs. Future work will
investigate the impact of extreme downsampling on clas-
sification accuracy and explore the use of extended time
windows to preserve critical signal characteristics. Real
world deployments in environments such as data centers
and complex cabled infrastructures present further promis-
ing directions for practical validation.
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