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Abstract  The paper presents the application of the Random 

Forest (RF) to the diagnostics of analog circuits. The 

modified structure of the forest proposed for the task and its 

generation algorithm is presented. The approach is used to 

detect parametric faults in the fifth order lowpass filter. 

Multiple versions of the forest are tested. The proposed 

method is also confronted against the decision tree, being 

superior over the traditional classifier. The future prospects 

of the approach are considered.  
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1.  INTRODUCTION 

The modern diagnostics of analog systems is the task of 

rising importance, as the number of systems requiring 

monitoring increases. Analog circuits play an important role 

in the military, radiocommunications or audio applications. 

Detecting faults in their structure allows for modifying the 

design pattern to avoid similar failures in the future. Also, 

the accurate fault identification and location enables 

exchanging the faulty element with its nominal counterpart. 

This is the case in expensive systems, where repairing the 

circuit is more appropriate than acquiring the new one. The 

example of such a system is the audio tube-based amplifier. 

Apart from the go-no go factory tests of newly 

manufactured items, diagnostics during their exploitation is 

equally important. Therefore the proper tests should be 

prepared for each system separately. Besides multiple 

numerical approaches, such as the sensitivity analysis [1] or 

dictionary method [2], analog circuits are often processed 

using the Artificial Intelligence (AI) approaches. The most 

popular are Artificial Neural Networks (ANN) [3] and 

Support Vector Machines (SVM) [4]. As new heuristic 

methods are constantly developed, their implementation for 

diagnostic purposes is justified.  

The paper presents the application of the novel classifier 

for the diagnostics of analog circuit. The random forest and 

its modifications are presented and adjusted to the 

requirements of the fault detection procedure. Section 2 

presents assumptions used during the diagnostic procedure 

implementation. The details of the classification method, the 

learning algorithm and proposed variants are in Section 3. 

The tested circuit is described in Section 4. The 

experimental results are presented and commented in 

Section 5, while Section 6 contains conclusions and future 

prospects for this classifier as the diagnostic tool. 

2.  DIAGNOSTIC PROCEDURE 

The applications of AI methods to detect and identify 

faults are currently well established. In most cases, data-

driven approaches are used, where the source of knowledge 

required for the classification or regression tasks is the 

training data set. It is constructed after extensive simulations 

of the Circuit Under Test (CUT) model. After inserting the 

fault to the system’s structure, it is excited with the selected 

signal at the accessible (input) node. Responses are then 

recorded at selected partially accessible nodes. The 

information that allows for identifying the particular fault is 

extracted from them. This way the data set Tr (1) for the 

classification task (which is the topic of this paper) contains 

n examples eli, each being the vector of m symptoms 

(attributes) sij used during the fault analysis process to make 

decision about the CUT state. This information is 

supplemented with the discrete category of the fault ci, 

pointing at the faulty element (fault location) and (if 

necessary) its deviation from the nominal value (fault 

identification). Element tolerances must be considered as 

well, influencing the thresholds, beyond which the CUT is 

considered faulty. In the presented research the fault codes 

proposed in [5] were used. They indicate both the number of 

the faulty CUT parameter and deviation of its value from the 

nominal one. For instance, “11” means that the first 

parameter has value “large”, while “-31” is for the “small” 

value of the third parameter. The nominal states (here 

indicated by the category “0”) are also present in the data 

set. The assignment of the particular category to the example 

depends on the changes it causes in the recorded response 

compared to the nominal state. Some CUT elements may 

have the low sensitivity, so change of their value may be 

hardly visible on the output. In such a case, the system is 

considered nominal, as it behaves accordingly to the design. 
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During the data set preparation the selected examples 

should cover as wide range of the CUT states as possible. 

The number of examples is to be minimal, but containing all 



required information about the most probable faults Also, 

the selection of the excitation and the analysis domain (time, 

frequency, mixed, etc.) is important, because it affects the 

set of symptoms used for the analysis.  

The knowledge extraction and its exploitation for the 

fault detection presented in Fig. 1 assumes that only one 

CUT element is beyond the tolerance margins at the 

particular time. This is the most common situation, 

facilitating the machine learning process. Although multiple 

faults are also possible, their analysis is difficult and usually 

requires checking various combinations of faults occurring 

at the same time. Therefore their analysis should be 

considered in the future.  

Knowledge gathered during the training is next used to 

make decisions about the state of the actual CUT or its 

model. The important aspect of the intelligent method is 

generalization, i.e. the ability to correctly classify examples 

not present during the training process. This is verified using 

the testing data set Tt of the same form as the Tr, but 

containing different examples. This allows for checking the 

generalization ability of the proposed classifier, which is 

trained and tested on different data.  
 

 

Fig. 1.  Scheme of the AI-based training and testing procedure for 

the analog circuit diagnostics. 

3.  RANDOM FOREST 

This is the novel classification method used with success 

in the analysis of large data sets in bioinformatics and 

environmental applications [6]. It was also used to detect 

faults in the aircraft system [7], but its applications in the 

diagnostics are seldom so far. The efficiency analysis of this 

approach shows its advantages over other methods, such as 

ANN or Naïve Bayes Classifier. On the other hand, it bears 

resemblance to the AdaBoost algorithm, which also was not 

yet exploited in the diagnostic domain. Therefore the 

performance of RF should be tested on as many objects as 

possible, considering typical challenges, such as ambiguity 

groups or varying sensitivity of CUT elements.  

The RF [8] is the extension of the well-known Decision 

Tree (DT) approach, which has been extensively used for 

over twenty years [9]. Its advantages include the legible 

form of the stored knowledge (in the form of rules) and low 

memory requirements. The disadvantage is the difficulty in 

processing data affected by the measurement uncertainty and 

noise. Also, there is the threat of overfitting the DT to the 

training data, making it inefficient in the processing of 

testing examples.  

 

Fig. 2. Fault detection and identification using the random forest. 

The random forest F (Fig. 2) overcomes these 

limitations, as it consists of multiple decision trees Ti (each 

potentially representing various knowledge extracted from 

the same training data set). They are obtained during the 

repeated decision tree induction algorithm, where for each 

created node in the tree Ti, the test is randomly selected from 

the predefined set of the best candidates. This way the result 

of each iteration is a little different tree constructed on the 

training data from CUT. During the testing phase, all trees 

are applied simultaneously for the example ei, making their 

own decisions (hypotheses) hk(ei). The overall diagnostic 

result h(ei) is obtained during the voting procedure. 

Although there are multiple voting strategies, during the 

simultaneous classifier implementation [10], in the presented 

research only the majority voting was applied, with each tree 

weighted equally. This way the forest becomes the ensemble 

of classifiers, similar in the operation regime to the fusion of 

SVM modules [11] or various statistical approaches (such as 

hidden Markov Models) [12]. 

The DT implemented for the forest F (Fig. 3) is the 

directed acyclic graph with the hierarchical structure of 

nodes (starting from the initial root at level 1) and ending 

with leaves, which contain the particular category. To make 

the simplest structure, each parent node is connected to two 

child nodes or leaves from the lower level. The edges 

connecting nodes are related to the result of the test stored in 

the node. It is the threshold value θ of the selected symptom 

si. The sequence of tests enables the tree to make the 

decision about the fault category. The example ei (containing 

the symptoms extracted from the measured responses of the 

CUT) “travels” from the root to one of the leaves. In each 

visited node, the test is executed on ei. The comparison 

between the threshold θ and the value of the corresponding 

attribute sj in the example causes its relocation to one of two 

lower nodes. The possible results are “sj ≥ θ” or “sj < θ”. 

This process is repeated until the example reaches the leaf, 

which points at the particular category. 

During the single tree construction it is possible to obtain 

multiple candidates for the test with the minimum entropy. 

Although in the RF this is not a problem, as the threshold is 

selected randomly, in the single DT (used in Section 5 as the 

reference method) the method of selecting the test from 

equally good may influence the accuracy of the structure. 

The following options were considered during the 

experiments: 

a) selection as the threshold the attribute with the largest 

distance from the neighbouring values 
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b) selection as the threshold the attribute with the 

smallest distance from the neighbouring values 

c) selection as the threshold the attribute occurring in 

the tree nodes the greatest number of times 

d) selection as the threshold the features occurring in the 

tree nodes the smallest number of times 

e) random selection of the feature from the subset of the 

ones with the smallest entropy. 
 

 

Fig. 3.  Structure of the single decision tree. 

Unlike distance-based methods (such as k Nearest 

Neighbours), the decision tree is resilient to the number of 

symptoms in the data set. Only the attributes required to 

distinguish between different categories are considered, 

which significantly limits the amount of processed data 

during the classification (although each tree may exploit the 

different set of symptoms from the original set).  

The RF accuracy is measured as the sample error, i.e. the 

relative number of incorrectly classified examples from the 

testing set Tt.. The evaluation is based on the comparison 

between the produced hypothesis h(ei) by the RF and the 

actual category ci of this example. 

𝐸𝑐 =
|𝒆𝒊:𝒉(𝒆𝒊)≠𝒄𝒊|

|𝒆𝒊|
∙ 100%  (2) 

In the presented work the number of examples in Tr and 

Te is equal. Because the amount of simulations executed to 

create the sets was relatively small (see Section 4), the cross-

validation was not necessary. The experiments for both sets 

were selected to represent the most significant and often 

occurring faults in the system. Both the DT induction and 

the RF were implemented in the Matlab environment. 

3.1. Forest induction procedure 

The generation of the trees to the RF is the iterative 

procedure, during which a single tree is constructed at a 

time. The recurrent induction algorithm is used for this 

purpose [11]. In each step the node with the threshold is 

created. It allows for division of the currently processed set 

into two subsets of the similar cardinality, so that each 

category should be present only in one subset. This way to 

completely separate examples based on their categories, the 

minimum set of nodes is required, leading to the simplest 

tree possible. If the subset contains only examples belonging 

to one category, further division is not required. Instead, the 

leaf is created, representing this category. It is possible that 

examples belonging to different fault categories have similar 

(but not identical) values for all symptoms. The DT will be 

able to distinguish them during the training, but this may 

lead to the overlearning and the poor generalization abilities. 

All examples from the set Tr will be separated correctly, but 

the performance (2) on the set Tt will be low. This 

disadvantage should be minimized in the forest, as multiple 

trees process the same example, focusing on different 

symptoms and their values.  

The entropy is used to select the best candidates for the 

threshold. This is the measure of disorder in data, with high 

value for the threshold θ creating two subsets, which contain 

the same categories. The low entropy value is for the 

thresholds dividing examples into two subsets with mutually 

exclusive categories. This outcome is preferred, as it quickly 

partitions data into separate fault identifiers. Candidates for 

thresholds are calculated as the middle points between 

neighbouring values of sorted symptom values. Next, one of 

them belonging to the group of candidates with the smallest 

entropy is randomly selected.  

3.2. Forest parameters 

The efficiency of the random forest depends on the 

following parameters: the number of trees k working in 

parallel and the number of candidates t for the threshold 

during the node selection in the tree (from which the test is 

selected). Adding more trees to the ensemble increases the 

classification accuracy to some extent, but also decreases the 

speed of training and decision making. The minimal value k 

of trees should be determined for the forest F ensuring its 

maximum efficiency in the shortest duration (see Section 5). 

Because during the generation of each node multiple 

candidates with the minimum entropy value are present, the 

number of considered candidates influences the variability 

between the trees, as they should be as diverse as possible. 

The original induction algorithm assumes the fixed number 

of candidates for each node during the forest generation. The 

modification proposed here (and discussed in the full paper) 

focuses on all candidates with the minimum entropy, as this 

number changes for every node. Therefore t should be 

interpreted here as the maximal number of the considered 

test candidates. 

4.  CIRCUIT UNDER TEST 

The analog lowpass 5
th

 order Chebyshev filter (Fig. 4) 

was used as the test circuit, with the frequency 

characteristics as in Fig. 5. The analysed elements were 

values of the capacitors and resistors. Their nominal values 

were as follows: R1= R2= R3= R4= R5= 1kΩ, C1=16nF, 

C2=19nF, C3=13nF, C4=51nF, C5=49nF. The circuit model 

was implemented in the Simulink environment. 
 

 

Fig. 4.  Structure of the analyzed 5th order lowpass filter. 

The simulation of the filter was performed in the time 

domain with the first maximum and minimum values, and 

their time stamps with the time stamp of the zero-crossing as 



the symptoms, recorded from the signals at the nodes 3, 5, 6, 

8 and 9. The CUT was excited with the sinusoid of the 

frequency f=8kHz, which should allow for detecting all 

changes in the system if the drifting values of elements 

influence the frequency characteristics. The parametric 

faults were considered during the tests. The topology of the 

CUT remained intact, but the value of each element was 

changed in the range of ±0.1∙pn, where pn is its nominal 

value. The random forest was trained and tested on the sets 

containing 70 examples, each with 54 symptoms. 
 

 

Fig. 5.  Frequency passband of the analysed filter. 

The conducted experiments included verification of the 

following features influence on the diagnostic efficiency: 

 the random forest parameters (Section 3.2)  

 the tolerances of CUT elements’ values, determining 

the ability to distinguish between the nominal and 

faulty states. In this research the tolerances were 

defined as values in the range of ±0.9∙pn 

 the amount of training data, represented by both the 

set of symptoms (Section 3.2) and the number of 

examples in the set.  

5.  EXPERIMENTAL RESULTS 

The experiments were conducted according to the 

assumptions presented in Section 4. First, the parameters of 

the RF were tested. Fig. 6 presents the mean values of 

accuracies for the forests consisting of various number of 

threes (each curve is for the different value of t). To avoid 

the situation when two equally numerous groups of trees 

support different categories, the number of trees k in the 

forest was always determined as odd. Because the every tree 

in the RF is different, repeating the generation procedure 

from Section 3.1 twice will result in two different forests. 

Therefore to determine the general performance of the 

particular RF configuration, each creation procedure was 

repeated twenty times. The standard deviation of the process 

never exceeded 3.5 percent for each case. The presented 

accuracy is measured as 1-Ec  - see (2). 

The optimal number of trees in RF ensuring the maximal 

accuracy is between 21 and 31, depending on t. It was 

determined depending on the number of available symptoms 

(here 54). For instance, “1/6” means the number of the best 

candidates to consider is one sixth of m, i.e. 54/6=9.  

For all values of t the tendency is identical: the accuracy 

quickly increases with the adding more trees up to 11 or 13. 

Above this threshold, the increase may be observed, but is 

less significant. As the RF generation is performed offline, 

the process duration is less significant and more trees may 

be created. The improvement, however, will be low. For 

instance, for t=1/3 (18 thresholds candidates considered) the 

acceptable mean accuracy (above 78 %) is obtained for k=9 

trees. Expanding the forest to 31 tress leads to the 80% 

accuracy. Decision about the number of trees to generate is 

made regarding the available time and desired RF quality. 
 

 

Fig. 6.  Accuracy of the RF with different number of trees (for 

varying t). 

The influence of the t parameter on the accuracy of the 

RF shows that increasing the number of threshold candidates 

leads to the accuracy maximization. The best performance 

was obtained for t=1/2, i.e. 26 values considered each time 

the node is created. Smaller values, such as 1/6, .1/5 and 1/4 

give similar results for all sizes of the RF. This is because 

the higher number of symptoms to choose from allows for 

the greater variability between the trees.  

Table 1.  Examples of the diagnostic decisions by the RF for 

selected examples (k=11 trees in the RF). 

Actual 

category 

Voting distribution Diagnostic 

outcome 

-12 -62 (4), -12 (7) -12 

11 0 (1), 11 (3), 21 (2),  

51 (1), 61 (4) 
61 

-21 -82 (1), 81 (1),-72 (1),  

-22 (2), -21 (6) 

-21 

0 0 (11) 0 

-32 -32 (8), -22 (3) -32 

41 41 (11) 41 

-51 -91 (2), -52 (4), -51 (5) -51 

-72 -92 (1), -72 (2), -52 (2), -42 (2), -41 

(2), -32 (1), -31 (1) 

-72 

 

The detailed analysis of the decision making process is 

illustrated in Table 1 (for the RF consisting of 11 trees). In 

the “Voting distribution” column the list of considered 

categories with the number of supporting trees in brackets is 

presented. Four results are possible here: 

 unanimous voting for the proper fault identifier by all 

trees. This is the case for the category “0” and “41”, 

leading to the correct diagnostic decision. 
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 voting split between two or three categories, with one 

being supported by significantly greater number of 

trees, as in the identifier “-12” or “-32”, also leading 

to the correct decision. 

 multiple categories considered with small number of 

trees supporting each fault code and one dominant. 

Such is the case of the identifier “-21” or “11”. The 

first example is classified correctly, while the second 

gives the incorrect answer (the bold font).  

 The same situation as above, but without the 

dominant category, which is the case for the example 

labelled as “-72”. Despite the odd number of trees, 

the greatest number of votes (i.e. 2) is obtained for 

four fault codes, among which one is selected using 

any method (such as the random selection). 

The time required to train and use the RF for the 

classification is presented in Fig. 7. The dependency 

between the duration of training and testing is linear. The 

off-line operation (RF construction) is significantly longer, 

but can be implemented in the general purpose computer 

system. The on-line diagnostics (RF decision making) is 

relatively short, therefore it may be considered to be 

implemented in the embedded system. The presented results 

were obtained for the sequential generation and 

classification of each tree. It is possible to accelerate the 

operation using the multi-core systems. 

 

 

Fig. 7.  Duration of training and testing the RF depending on 

the number of trees. 

The comparison between the RF and various DT 

versions is in Table 2. All tree configurations described in 

Section 3 were implemented to classify the data from CUT. 

They were confronted against the optimal configuration of 

RF. Results prove the usefulness of the latter, as it is 

significantly better even than the best DT configuration. 

Table 2.  Comparison between the efficiency [%] of various DT 

configurations and RF. 

DT (a) DT (b) DT (c) DT (d) DT (e) RF 

58,57 58,57 67,14 60 66,5 80,67 

6.  CONCLUSIONS 

The RF is the promising classification method with high 

efficiency even on the relatively small data sets. It is 

resilient to the measurement uncertainty and requires small 

computational power. However, to verify its practical 

superiority over other approaches, the appropriate 

comparison should be made, applying ANN, SVM or other 

methods to the same CUT. Some challenge may be the 

selection of forest parameters ensuring the highest 

diagnostic accuracy. The conducted experiments show that it 

is relatively easy to obtain the acceptable configuration. 

The forest is also effective compared to other ensembles 

of classifiers. Even the simplest voting mechanism is enough 

to obtain the good classification outcome, as the greatest 

influence on the obtained results lies in the number of trees. 

Although the analysed system was the electronic circuit, 

the proposed scheme is generic enough to make it applicable 

for other objects, such as electrical machines, wind turbines, 

vehicular engines, etc. Introduction of other systems would 

help to provide the general suggestions about selecting the 

optimal parameters of the forest.  
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